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Abstract 

A new technique is introduced which allows a hidden data channel to be encoded onto a sigma-delta 
bit-stream in addition to the primary signal input. The technique is developed so that the primary 
signal can be demodulated by standard techniques, without interference by the side-channel. 
Applications include imprinting a watermark' onto an archived audio recording, or encoding 
additional hidden audio or video channels in the bitstream. Results are presented which indicate that 
side-channel data rates in excess of 500 kbit/s are possible. (10 refs). 
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Abstract 

Nowadays the multimedia technology in distributed environments becomes realistic and the multimedia 
copyright protection issue becomes more and more important. Various digital watermarking techniques 
have been proposed in recent years as the methods to protect the copyright of multimedia data. 
Although, conceptually, these techniques can be easily extended for protecting digital audio data, it is 
challenging to apply these techniques to MPEG audio streams because we need to design the 
watermarking schemes working directly in the compressed data domain. We present watermarking 
methods which will embed the watermark directly into the MPEG audio bit streams rather than going 
through an expensive decoding/ encoding process in order to apply watermarking schemes in the 
uncompressed data domain. Among the two presented schemes, one embeds the watermark into the 
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scale factors of the MPEG audio streams and another one embeds the watermark into the MPEG 
encoded samples. Our experimental results show that both methods perform well and the distortion 
could be controlled at the minimal level. While we use MPEG audio layer II streams in our experimental 
tests, the proposed schemes can be applied to MPEG audio layer I and III. Furthermore, by enforcing 
creation of the watermark through a standard encryption function such as DES, the proposed schemes 
will be successful in resolving rightful ownership of watermarked MPEG audio. (17 refs). 
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